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Abstract: Based on the idea of Internet of Things, the monitoring system of smart home environment 

is researched and designed by combining ARM embedded technology, ZigBee wireless sensor 

technology and GPRS network technology. The system uses various sensors to collect various home 

environment parameters and transmit them to the main control center, which realizes real-time 

monitoring of various environmental parameters, facilitates intelligent control of various electrical 

appliances and other executing agencies, in order to achieve a comfortable, low-carbon, 

environmentally friendly home life. 
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1. INTRODUCTION 

With the development of the Internet of Things, sensor technology, information and communication 

technology and other advanced technology, smart home technology emerges as the times require. 

Smart home improves the comfort of people's home life because of its intelligence and convenience, 

and is increasingly favored by people because of its simple operation, so is more and more widely 

used. Smart home has important application value and broad market. It is of great significance to 

study the related technology of smart home. According to the needs of home life, this paper designs 

an intelligent home environment monitoring system based on the Internet of things.  

The Internet of Things is the interconnection of things. Based on the Internet, it uses computer 

technology, wireless sensor technology, RFID radio frequency identification technology and other 

new technologies, to achieve the "communication" between people and things, and things and things. 

With the birth of Internet of things, intelligent monitoring, identification, tracking and positioning 

have become more intelligent. The application of Internet of things technology will make people's 

lives more comfortable, intelligent and humanized. The architecture of the Internet of Things can be 

divided into perception layer, network layer (transport layer), application layer, as shown in Figure 1. 

The role of the perception layer is to sense and collect all kinds of information in the physical world, 

and use the communication module to realize the connection between the physical entities and the 

network. Various kinds of sensors, cameras, RFID, laser scanners and other information sensing 

devices constitute the perception layer, the main function of these sensing devices is to generate a 
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variety of data of human interest. For example RFID tags, it mainly gets RFID encoding, generate 

identification data, and solve the problem of "who am I". For example, the function of all kinds of 

sensors is to convert the temperature, gas concentration, displacement and other information of the 

physical world into electrical signals, which can be processed by the computer to solve the problem 

of "how about my state". 

 

Fig. 1 architecture of the Internet of things  

The function of the network layer is to complete the information transmission, routing and control. 

The Internet layer can rely on the Internet, mobile communication network or industry specific 

communication network. For example, the ZigBee wireless sensor network technology is used in this 

system.  

The application layer is mainly composed of various Internet of things applications, infrastructure 

and middleware. Infrastructure and middleware are applied to the specific application of the Internet 

of things. This design is to apply the Internet of things to smart home security system.  

2. OVERALL STRUCTURE OF SMART HOME ENVIRONMENT MONITORING 

SYSTEM  

2.1 System function  

Based on Internet of Things, the intelligent home environment monitoring system designed in this 

paper mainly monitors the environmental parameters: temperature and humidity, light intensity, gas 

and other harmful gas leakage, fire smoke and theft and other illegal intrusion.  

Temperature and humidity. Temperature and humidity parameters are very important environmental 

parameters in home life, which directly affect people's comfort in home life. The system collects 

temperature and humidity data in real time by installing temperature and humidity sensors indoors, 

and transmits the temperature and humidity data to the main control center, so as to control the air 

conditioning, humidifier and other work intelligently, so that indoor temperature and humidity can 

reach comfortable value.  

Light intensity. By installing a light intensity sensor indoors, the system collects real-time information 

of indoor light intensity, and transmits the collected information to the main control center, thus 
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realizing automatic adjustment of lighting switches and curtains, ensuring comfortable indoor light, 

and to a certain extent saving electricity.  

Gas leakage. Gas is widely used in household life. Its main component is methane. If it leaks, on the 

one hand, it will suffocate the indoor staff because of lack of oxygen in the brain. On the other hand, 

gas will cause fire or explosion when exposed to open fire, causing loss of life and property of the 

people. The system will install a gas smoke sensor MQ-2, which can detect gas leakage in the kitchen. 

When the concentration of natural gas is greater than a certain value, the system will automatically 

alarm and notify the owner, so as to take timely measures to ensure the safety of the owner's life.  

Fire.  Fire is a major hazard to home safety, so the system uses the gas smoke sensor MQ-2, which is 

also very sensitive to smoke, installed in every room of the room. The sensor will send a signal to the 

main control center immediately after detecting the fire smoke, and the main control center will send 

an instruction to inform the owner immediately, so as to effectively reduce the fire hazards to people's 

lives and property.  

Illegal admission. The system uses human infrared sensor, which is installed in the door and hidden 

position of each window. When illegal elements try to steal in the room, the human infrared sensor 

will send the information to the main control center immediately. The main control center will 

immediately issue instructions to notify the owner while alarming, thus effectively avoiding the 

owner.  

2.2 System structure  

According to the functions of the intelligent home environment monitoring system based on the 

Internet of Things designed in this paper, the overall framework of the system is determined, as shown 

in Figure 2. The whole system is divided into five modules. The first part is the main control module, 

which is the core of the hardware system. The control function of the whole system is realized by the 

main control module. The core of the main control module is STM32 microcontroller, namely 

STM32F103RBT6 chip.The second part is the ZigBee wireless sensor module. This system uses 

different types of sensors to monitor different parameters in the indoor environment, and uses ZigBee 

wireless transmission technology to form a wireless sensor network to ensure that the collected event 

information is sent to the main control center. The third part is the GPRS module, GPRS module and 

the main control center to connect the event information through the mobile communication network 

in the form of short messages sent to the user's mobile phone. The fourth part is the power module, 

and the power module supplies the whole system to ensure the normal operation of the system. The 

fifth part is the serial port module, which realizes the level conversion and the communication 

between the ZigBee wireless transmission module and the main control chip STM32.  

3. SYSTEM DESIGN AND IMPLEMENTATION  

3.1 Master chip selection  

This paper designs a smart home environment monitoring system based on the Internet of Things, 

which needs a single-chip computer to realize data transmission, cache and provide sufficient 

interface. Considering the system requirement and the common MCU in the market, 

STM32F103RBT6 of Italian Semiconductor Company is chosen as the core chip in this system. This 

chip is rich in resources, high integration and strong function. The core chip contains 20K SRAM, 
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128K FLASH, timers with different functions, DMA controllers, 12-bit ADC and 12-bit DAC, and 

general interface resources. This ARM chip is rich in resources, has good real-time performance and 

power control function, so it is used as the core control chip of intelligent home environment 

monitoring system based on the Internet of Things.  

 

Fig. 2 overall block diagram of the system  

3.2 Design of ZigBee wireless sensor module  

CC2530 has been greatly improved in many aspects, such as lower power consumption, stronger 

ability to suppress RF noise, stronger ESD protection, stronger address recognition, stronger packet 

processing engine, smaller packaging, etc. Therefore, CC2530 is considered as the core module of 

ZigBee-based wireless sensor nodes and data collection nodes in this system.  

SHT11 was selected as the temperature and humidity sensor of the system. SHT11 is a digital type 

of temperature and humidity sensor. It is widely used in many fields such as production and life. 

SHT11 integrates heating, temperature sensing, humidity sensing, analog-to-digital conversion, 

signal conversion and other functions.   

The system uses light intensity sensor TSL230B. In the interface circuit between TSL230B and 

CC2530, the input control of TSL230B is realized by the dialing switch.  

In the daily life of modern families, the gas commonly used in the kitchen is liquefied petroleum gas, 

natural gas and gas. Now the gas is widely used. These gases have brought great convenience to 

human life, but once the leakage may cause serious harm. If these flammable gas leaks and then meets 

the naked flame, there will be serious accidents such as explosion, fire and so on. The system selects 

gas and smoke sensor MQ-2 to monitor the gas in the environment.  

HC-SR501 infrared human body sensor is selected in this system. The sensor uses infrared technology 

to detect the illegal entry of indoor molecules and realizes automatic control. The module has the 

advantages of wide operating voltage range, low power consumption, energy saving, flexible 

triggering mode and temperature compensation function, which can solve the problem of short 

detection distance caused by temperature rise. The most important thing is that the module can realize 

automatic induction, when someone illegally enters the output of high-level signal, someone leaving 

the induction zone or induction zone when no one enters the output of low-level signal.  

3.3 GSM module design  

The system chooses GU900D GSM/GPRS module to realize SMS, voice, data and other services. 

The module has standard AT instructions, supports AT instructions of various protocols, and 

enhances AT instruction. The module has high stability and reliability, convenient and efficient 

development, and has a good user experience.  
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Figure 3 output 3.3 V power supply circuit 

 

Figure 4 output 5 V power supply circuit 

3.4 Serial port level conversion circuit  

In order to solve the problem that the output level of each module does not match, the serial port level 

conversion circuit is designed in this system. The system uses MAX3232 to design serial port level 

conversion, and the serial interface is RS-232 with 9 pins. The GPRS module connects to the eleventh 

and twelfth pin of MAX3232. The normal communication between ZigBee wireless transmission 

module and STM32 is also based on the connection of serial interface in the serial port conversion 

circuit.  

4. CONCLUSION  

Based on the idea of Internet of Things, this system adopts ZigBee wireless sensor technology, GPRS 

network technology and ARM embedded technology to design and develop a set of intelligent home 

environment monitoring system. The system can collect and monitor the parameters of temperature 

and humidity, illumination intensity, harmful gas, fire smoke, stealing and so on. It has a certain 

degree of fire prevention and anti-theft function, and provides a comfortable, safe and 

environmentally friendly home environment for people. It has broad market prospects.  
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