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Abstract: The harmfulness of terrorist attacks is related to many factors. It is difficult to form a 

unified standard by using subjective classification method. In this paper, a quantitative classification 

model based on data analysis is established by means of mathematical modeling method. Firstly, 

more than 100 features are analyzed to construct the evaluation index system of terrorist attack 

hazards, and then the data are pre-processed, including abnormal data elimination, missing data 

supplementation and normalization, to obtain the final sample set. Finally, a quantitative 

classification model of terrorist attacks based on improved entropy method is established to analyze 

the level of terrorist attacks, and the ten most harmful terrorist attacks in the past 20 years are given, 

and the classification of terrorist attacks is given. 
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1. INTRODUCTION 

Terrorism is a common threat to mankind, and the fight against terrorism is the responsibility of every 

country. The in-depth analysis of the data related to terrorist attacks will help deepen people's 

understanding of terrorism and provide valuable information support for counter-terrorism and 

anti-terrorism. 

At present, there are few studies on the law of terrorist organization's behavior at home and abroad [1]. 

Most of the literature and reference materials are mainly from the perspective of international politics, 

religion, economy, etc. to study the origin, growth reasons of terrorism, the impact on human beings 

and so on [2, 3]. Few literatures use data-driven method to calculate the behavior of terrorist 

organizations quantitatively, so this paper uses data analysis method to mine and predict the behavior 

law of terrorist organizations in the database of terrorist organizations, which has a great 

complementary role for anti-terrorism research, and the research results of this paper have a certain 

auxiliary role in combating domestic and foreign terrorist forces [4]. 

2. ESTABLISHMENT OF QUANTITATIVE CLASSIFICATION MODEL BASED ON 

IMPROVED ENTROPY METHOD 

2.1 Establishment of Evaluation Index System of Terrorist Attack Hazard 

The data set we selected originates from question C of mathematical modelling for Chinese graduate 
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students in 2018. Annex 1 records all 114,183 terrorist attacks in 12 regions of the world from 1998 to 

2018. There are more than 100 variables for each terrorist attack. According to various characteristics, 

SPSS is used to carry out probability statistics, and the probability statistics of the areas where they 

occur is given in Table 1below. 

Table 1. Regional probability statistics 

 frequency Percentage Percentage of validity Cumulative percentage 

1 741 .6 .6 .6 

2 98 .1 .1 .7 

3 2750 2.4 2.4 3.1 

4 211 .2 .2 3.3 

5 9701 8.5 8.5 11.8 

6 37573 32.9 32.9 44.7 

7 277 .2 .2 45.0 

8 3577 3.1 3.1 48.1 

9 4256 3.7 3.7 51.8 

10 41640 36.5 36.5 88.3 

11 13274 11.6 11.6 99.9 

12 85 .1 .1 100.0 

total 114183 100.0 100.0  

 

Similar probability statistics are made for other features using SPSS. We find that events, months, 

whether they are sustained events, countries, regions, geocoding characteristics, neighbouring areas, 

political, economic, religious or social objectives, intentions to coerce, intimidate or incite more 

people, beyond the scope of international humanitarian law, suspected terrorism, part of the incident 

group, successful attacks, the probability distribution of suicide attack, attack type, target/victim type, 

target/victim subtype, nationality of target/victim, number of murderers captured, weapon type, 

weapon subtype, total number of deaths, number of murderers, total number of injuries and property 

loss characteristics is uneven. Therefore, the above 26 features are used as quantitative grading 

evaluation indicators. 

2.2 Establishment of Quantitative Classification Model Based on Improved Entropy Method 

In view of the analysis of the Entropy Method by various scholars nowadays, the quantitative model 

of terrorist attack hazard based on the improved Entropy Method is adopted to analyze the terrorist 

attack hazard, and the method of objective empowerment is selected, which can effectively avoid the 

interference of human factors and ensure the rationality of the data obtained. Assuming that there are 

n evaluation objects and m evaluation indexes in the evaluation system, the specific steps of the 

model are as follows: 

(1) Data standardization 

In order to eliminate the impact of different indicators on the results, the data are standardized firstly 

because of the difference of the dimension [5] and the order of magnitude. The bigger the index value, 

the better the positive index. The calculation method of the positive index is adopted. 
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The smaller the index value is, the better the reverse index is. The calculation method of the reverse 

index is adopted. 
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Then, using (3) to normalize the index, the index proportion of the i-th scheme under the index of item 

j is obtained. 

(2) Determining the Index Entropy Value 

The entropy value je of index j is calculated, and the smaller the difference of index ijX is, the greater 

the index entropy je is. 
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Where ln is the natural logarithm, .10  je  

(3)Determining Index Entropy Weight 

If the entropy weight of index j is expressed by jw , the calculation is carried out by the following 

formula: 
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(4)Hazard Index of Terrorist Attacks 

The TAHI index was used to measure the educational quality of the evaluated objects. The bigger the 

TAHI is, the stronger the level of terrorist attack hazards will be. The improved entropy method is 

used to calculate the weight a of each index to measure the threat of terrorist attacks and the 

proportion of the standardized index value to the original data. Among them, the formula for 

calculating the terrorist attack hazard index TAHI is as follows:  


=
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m
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                                                                 (6) 

Where jw represents the weight value of evaluation index, and ijp represents the weight value of 

ijX after standardization of a single index. 

3. QUANTITATIVE CLASSIFICATION RESULTS BASED ON IMPROVED ENTROPY 

METHOD 

Firstly, data preprocessing is carried out. Annex 1 contains abundant raw data, but may produce 

incomplete or incorrect data for some reasons. If such data is used in terrorist attack hazard research, 

it will change the results to a certain extent and affect the accuracy of the model. In order to establish 

the model, the data provided must be pre-processed before the model is established. It mainly 

includes abnormal data elimination, missing data supplement and normalization processing. 

Some data values are not in accordance with common sense, and the anomaly of such data is likely to 
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have a negative impact on the final results of the data. Because of the characteristics of the data itself, 

this paper uses HotDeck [6] to eliminate and replace the outliers and process the outliers. The other 

similar abnormal data are corrected by the principle of "first remove, then replace". In this 

paper, σ3 principle is used to eliminate abnormal data. After data preprocessing, the standard 

deviation of sample data is obviously reduced, which shows that the sample data is smoothed and the 

influence of abnormal data on the model is effectively reduced. 

HotDeck is one of the most common interpolation methods for missing data. A variable with missing 

values is filled with hot card. A value closest to the variable is found in the database where the 

variable is located. Then the data is filled with the same value. The data is interpolated and changed 

by hot card filling method. The standard deviation of quantities is similar to that before interpolation. 

After eliminating the abnormal data, the final sample set is obtained. 

The weight formula of the improved entropy method (5) is used to calculate the weight of terrorist 

attack hazards by using Python software. The results are as follows: Table 2.  

Table 2. Entropy weight of each index 

index Entropy weight index Entropy weight 

Whether it is a continuing 

event 
0.038059441 Political, economic, religious or social objectives 0.034724493 

Country 0.032379592 
Intended to coerce, intimidate or incite more 

people 
0.034662982 

region 0.042109635 
Beyond the scope of international humanitarian 

law 
0.035315473 

Geocoding features 0.037661790 Target/victim type 0.040745948 

Neighbourhood 0.037941893 Target/victim subtypes 0.085993046 

Suspected terrorism 0.037611904 Target/victim's nationality 0.028899829 

Part of the Event Group 0.037813078 Total number of deaths 0.066362608 

A successful attack 0.035387887 Number of murderers killed 0.049599059 

Suicide attack 0.038182182 Total number of injuries 0.093214821 

Attack types 0.036743439 property loss 0.017747326 

Number of captured murderers 0.026960999 Weapon subtypes 0.070759849 

Weapon types 0.041122727   

 

Substitution formula (6) is used to obtain the index and classification of terrorist attack hazards as 

shown in Table 3. 

Table 3. Hazard Index and Classification of Terrorist Attacks 

Event Number Terrorist Attack Hazard Index Hazard Level 

200108110012 0.17513569014 Level three 

200511180002 0.21444803302 Level three 

200901170021 0.13412418687 Level Four 

201402110015 0.10024061060 Level Four 

201405010071 0.12613397633 Level Four 

201411070002 0.09587463853 Level Five 

201412160041 0.14346254966 Level three 

201508010015 0.08576316197 Level Five 

201705080012 0.20772354740 Level Four 

 

Finally, according to the terrorist attack hazard index, we can get the ten most harmful terrorist attacks 

in the past 20 years, as shown in Table 4. 
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Table 4. Top Ten Terrorist Events Ranking 

Ranking Event 

1 200109110004 

2 200109110005 

3 201406150063 

4 201408090071 

5 201406100042 

6 201710140002 

7 200403210001 

8 201408200027 

9 201612100011 

10 200109110004 

 

4. SUMMARY 

In this paper, a quantitative model of terrorist attack hazard based on improved entropy method is 

proposed. By means of data analysis, this paper excavates and predicts the law of terrorist 

organization's behavior in the database of terrorist organization.This is a great complement to the 

anti-terrorism research, and the research results of this paper have a certain supporting role in 

understanding the mechanism and characteristics of terrorist attacks in depth, and facilitate follow-up 

researchers to continue to use data to carry out terrorist attacks related research. 
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