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Abstract: In The security of routing in WSN involves keys management, authentication, energy saving, 

congestion and many other factors. We summarize classify and compare the existing multipath secure 

routing protocols according to the core secure schemes used by them and emphatically introduced 

and analyzed the important and typical ones among them. Lastly this paper proposed some problems 

which were worth further studying in multipath secure routing area in WSN． 
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1. INTRODUCTION 

Wireless sensor networks (WSNs) have been widely used in environmental monitoring due to their 

low power consumption, low cost, distributed and self-organizing characteristics [1-2]. Due to the 

multi-hop forwarding data transmission mechanism and the self-organizing networking mechanism, 

each node in the network needs to participate in the discovery, establishment and maintenance of 

routes. These features make wireless sensor networks very risky to attack and data anomalies. . In the 

fields of military monitoring, medical care, security prevention and monitoring, the information 

collected by sensor networks is highly sensitive. Since these applications require real-time and 

reliable information to provide services, it is essential to ensure that information is secure during 

acquisition and transmission. In order to enhance the reliability, fault tolerance and stability of the 

network, the method of providing multipath routing has been proposed by many researchers. 

However, because the multipath routing method makes data available in multiple locations, it 

introduces additional security issues, which gives attackers more opportunities to destroy data. 

Therefore, it is very important to protect wireless sensor networks from malicious attacks in sensitive 

environments. 

At present, the WSN multi-path routing security problem has not received enough attention. Many 

routing protocols are designed only to reduce the data packet loss rate, save energy consumption and 

extend the life cycle of the network. Focus [3-7]. Multi-path routing can effectively prevent 

information selection and forwarding attacks, and can overcome the problem that single-path routing 

needs to be repaired after the network communication link is disconnected. Multipath routing is 

widely used to extend the life cycle of the network and improve the quality of service (QoS) of the 

network. Multipath routing protects data information from attacks by reducing the chances that 
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packets are modified or discarded by malicious sensor nodes [8]. In addition, the lightweight security 

mechanism can adapt to multi-path routing technology, which further improves the security of data 

transmission in WSN by mitigating the impact of network attacks [9]. 

In wireless sensor networks, achieving secure communication between node information is a 

challenging problem. Domestic and foreign scholars have done a lot of research on WSN multi-path 

secure routing, and have achieved fruitful research results. This article reviews the latest WSN 

multipath secure routing protocol. We discussed the drivers, security requirements, and WSN 

network attacks for the development of multipath routing protocols. WSN routing protocols are 

vulnerable to a variety of attacks, such as forged routing information, witch attacks, wormhole attacks, 

sinkhole attacks, and hello flood attacks. These attacks can affect the performance of the network and 

shorten the life cycle of the network. Repeatedly discarding, stealing or tampering with network 

information, destroying the entire network and causing irreparable damage to users [10-12]. 

2. MULTIPATH SECURE ROUTING REQUIREMENTS 

Routing is the basic operation in WSNS. It is used to establish communication links between sensor 

nodes and implement packet delivery. Most security key areas, such as data security aggregation, 

secure location, intrusion detection, key management, etc., rely on routing schemes to exchange data 

and support their operations [13]. A routing path is usually a single path between a resource node and 

a destination node. Data loss is unacceptable in sensitive areas, such as military and medical 

environments, and their tasks are highly dependent on accurate information. Therefore, the 

availability of data and the reliability of communication are necessary. Multipath routing also faces 

some problems with single path routing. Before designing a secure routing protocol, we should first 

consider the cause of the security problem in the multipath routing process. Only in this way can the 

researcher propose a suitable design. The reasons are as follows: 

(1) Data redundancy 

Multipath routing introduces data redundancy into the network when a redundant routing policy is 

taken. In redundant routing, data is available at multiple locations, giving broadcasters more 

opportunities to disseminate information. When attacking different nodes at the same time, the 

opponent has a higher probability of corrupting the data packet, which is unacceptable in sensitive 

applications, because the interception or modification of critical data may cause the application 

operation to be damaged or even endanger the life of the person. 

(2) Routing attacks 

In multipath routing, attacks can seriously affect the route discovery process [14] and give the 

intruder the opportunity to control the establishment of routes. Attacks can affect the discovery phase 

of a routing path in a variety of ways. The attack has been analyzed in detail in the literature [15-20]. 

A hello or sybil attack allows the adversary to participate in different routing paths and trade off the 

data transfer alternate path in this way. To make matters worse, the adversary can listen for 

communication between nodes and modify the routing control packet to affect the discovery of 

alternate paths and create routing loops and dead ends. By controlling routing operations, the 

adversary can reduce overall network performance. 

(3) Network life cycle 
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Energy optimization is a major problem in wireless sensor network applications. Since different 

scenarios have different network sizes and applications, it is very difficult to ensure a optimized 

energy system using a unified protocol, and the lifetime of the wireless sensor network is less than the 

optimal time due to the premature occurrence of energy holes. Most routing algorithms usually 

consider nodes, cluster internal energy, or energy optimization of the entire network. The bottom-up 

approach is not suitable for large-scale and large sensor nodes. The classic wireless sensor network 

routing algorithm is the low energy adaptive clustering algorithm (LEACH) [21]. In order to avoid 

the occurrence of energy holes in wireless sensor networks, the network is positioned as part of the 

wireless sensor network network energy optimization, rather than as a final goal. 

3. MULTIPATH SECURE ROUTING PROTOCOL 

Multi-path routing can effectively improve the delivery success rate of data messages and balance 

node energy consumption to prolong the lifetime of nodes. At the same time, multipath routing is also 

an effective defense method for selective forwarding attacks [22]. The research on the security 

problem of multipath routing in wireless sensor networks can be traced back to the SPINS protocol 

proposed by Perrig et al. in 2002 [23]. In densely deployed wireless sensor networks, routing is the 

key to sending sensor node data to the base station. If the two nodes are not in the communication 

range of each other, the network forwards the information through the relay node. In multi-path 

routing, if a small number of nodes are damaged by an attack, the entire information transmission of 

the network is generally not affected. 

Literature [24] proposed a new multi-path routing SMRP, on the basis of which SEIF [25] was 

designed. The difference between the multi-path routing protocol and the previous permissible 

intrusion-based routing protocol is that it has distributed and network inspection technologies, and 

does not need to submit the establishment process and security check of the multi-path routing to the 

server. This protocol also uses a new multi-path. The path selection plan enhances the bandwidth of 

the wireless sensor network while saving the energy consumption of the sensing nodes. SEIF relies on 

a one-way hash chain to establish a multi-path, multi-to-one propagation link tree, as well as 

acknowledgment of multipath routing initialization and parent node authentication; one-way hash 

chain provides authentication of exchange control information; Hello flood attacks and wormhole 

attacks use a suspicion mechanism. However, the protocol cannot be faced with a large number of 

external attacks. If an attacker captures a normal node, it can find information about the encrypted 

data store and use it to break the network confidentiality. 

The routing protocol MPRASRP [26] can effectively prevent an attacker from obtaining the identity 

of the network node node and the base station node, so as to prevent the attacker from further 

controlling the data transmission processing between the two communication nodes. The traditional 

anonymous routing protocol is a single path problem, and the protocol proposes the idea of using 

multipath. The reason for ensuring node anonymity is that the identity of the source node and the 

destination node is encrypted with the public key of the target source node, and only the target source 

node can decrypt the data packet. The protocol can effectively prevent the network from being 

attacked by middlemen, and it is also very effective in harsh environments such as large ocean waves, 

but the protocol cannot prevent the network from being repeatedly attacked. MASK [27-28] also 

achieves security through anonymity, in which the MAC layer and the network layer exchange 
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information do not need to disclose the information of each node, and provide the relationship 

between the sending node and the receiving node and the two communication nodes. Anonymity, and 

the use of dynamic anonymity in the transmission of information, can prevent network eavesdropping 

and repeated attacks, while greatly saving energy. 

The multi-path secure routing protocol based on malicious node detection [29-35] comprehensively 

considers the balance between network energy consumption and security, and uses the encryption and 

authentication process combined with symmetric key and asymmetric key. The negotiation 

mechanism is used to effectively identify malicious nodes and prevent nodes from sending data to 

malicious nodes. Once a malicious node is determined, the node ID is blacklisted. When the route is 

guaranteed, the route can be discovered in time, and the topology of the wireless sensor network is not 

exposed, which can effectively resist the threat against routing security. For the delay problem, the 

protocol introduces a dual queue model at the node, which effectively controls the delay of network 

transmission.  

Connectivity is an important concept in multi-hop routing protocols. The literature [36] extends 

K-connectivity and introduces the K-X-connectivity concept. The protocol also extends the DSR 

algorithm to use extreme digital signature authentication when exchanging packets. In order to ensure 

the security of the route, the protocol requires that the node must be able to authenticate other nodes 

when establishing the route; the forged packets must be detected before reaching the base station; the 

node also monitors the behavior of the neighbor nodes; the protocol uses the watchdog mechanism To 

detect that the node does not forward packets; the protocol can avoid wormhole attacks [37]. 

For the DDoS attack of the broadcast authentication protocol, the literature [38] designed a defense 

method. The protocol is based on DBP-MSP and secure routing, and the broadcast status table is 

introduced. The base station updates the broadcast status table according to the node information, and 

the receiver can determine the solution for solving the DDoS attack by the information returned by 

the base station through the search table. The key chain scheme is also introduced. At intervals, the 

base station sends a one-way keychain to the sender, reducing the sender's storage and computational 

burden. 

Literature [39] proposed the concept of security policy. Routing Protocol Research Designers and 

administrators have the ability to access sensor node resources. Routing security policies are based 

primarily on trust, tasks, and pre-keys. Protocols use IBC to encrypt node and group identities; and 

these policies can be adaptively sensed. Network conditions and external interference factors. 

Efficient processing strategies are set for witch attacks, wormhole attacks, and so on. In response to 

two newer attacks, namely, non-cooperation between members of wireless sensor networks and 

hidden packet loss by malicious nodes, the literature [40] proposes a new self-healing community 

mechanism to solve these two attacks. The core idea is to mitigate the selfish behavior of the attacker 

and the actions of the malicious node by decentralizing the network service inquiry to the neighbor 

node society. The protocol is based on a large number of relay nodes to monitor the data packets in 

real time during transmission. The network simulation experiments prove that the protocol has strong 

security. 
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4. RESEARCH PROSPECT OF WSN MULTIPATH SECURE ROUTING PROTOCOL 

Researchers at home and abroad have done a lot of work on wireless sensor network security routing, 

and have obtained rich research results. Many effective multi-path security routing mechanisms have 

been proposed. However, the following problems still exist in the existing research work and need 

further research and resolution: 

(1) How to further extend the life cycle of wireless sensor networks while ensuring the security of 

network data transmission. 

(2) Compared with wireless sensor networks with stationary nodes, the characteristics of network 

discontinuity and frequent topology changes caused by the mobility of nodes in mobile sensor 

networks pose new requirements and challenges for their routing security mechanisms. However, the 

existing research work is mainly aimed at wireless sensor networks with node stationary. In the future, 

further research on multipath routing security of mobile sensor networks is needed. 
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